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DETAILED ACTION 

This Action is in regards to application number 10/715954 filed on 11/17/2003. 

Claim Rejections - 35 USC § 103 

1. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described 
as set forth in section 1 02 of this title, if the differences between the subject matter sought to 
be patented and the prior art are such that the subject matter as a whole would have been 
obvious at the time the invention was made to a person having ordinary skill in the art to which 
said subject matter pertains. Patentability shall not be negatived by the manner in which the 
invention was made. 

2. Claims 1-20, are rejected under 35 U.S.C. 103(a) as being unpatentable over 
Maari, U.S. Patent No. 7,120,604 B2 in view of Baker et al et al (Baker), U.S. 
Patent No 6.493,761 B1. 

Regarding claim 1, Maari teaches the invention substantially as claimed. Maari 
discloses a method of securely distributing digital content a (figs. 1 , 4, and 5), 
comprising: 

receiving a content distribution request from a content user (column 7, lines 19- 

23); 

retrieving a digital content item in response to the content distribution request 
(column 7, lines 29-37); 

generating a first encryption algorithm for encrypting the digital content item 
(column 7, lines 29-37; column 40, lines 27-39; Note that Encoding is ttie process of 
converting one digitai format to anotlier, applying l<nown algorithms to either obscure 
the content of the file, or to compress or convert it to another format)] and 
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transmitting the encrypted digital content item to the content user (column 7, lines 
19-37; column 34, lines 1-8). However Maari does not specifically disclose the steps of 
"configuring a protocol parsing engine to encrypt the digital content item, using the first 
encryption algorithm; and encrypting the digital content item using the configured 
protocol parsing engine" 

In the same field of endeavor. Baker discloses a method in which "...Systems 
and methods for data processing using a protocol parsing engine. . .[see Balder, title and 
abstract]... and specifically a method for parsing data according to configurable criteria, 
the method comprising steps of: storing in a first data storage device a plurality of 
programmably configurable protocol descriptions that define a plurality of control 
character characteristics of the data; storing in a second data storage device a 
program for controlling a data parsing function to be executed by a processing unit, the 
program including instructions for causing the processing unit to selectively retrieve at 
least one of the programmably configurable protocol descriptions from the first data 
storage device and to vary the execution of the data parsing function based upon the 
at least one retrieved protocol description file; delivering the program for controlling 
the data parsing function to the processing unit; delivering the data to the processing 
unit; and enabling the processing unit to execute the data parsing function. ..[see 
Baker, column 51, lines 51-67]. 

Accordingly, it would have been obvious to one of ordinary skill in the networking 
art at the time the invention was made to have incorporated Baker's teachings of a 
method using configuring a protocol parsing engine to encrypt the digital content item, 
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using the first encryption algorithm, with the teachings of Maari, for the purpose of 
"...providing a to improved systems ar)d mettiods for parsing, searching, filtering, 
gathering statistics, and converting data files generated by any data editor, using 
character sets and editor controls definitions that can be programmably defined 
..." as stated by Baker in lines 65-67 of column 2, and lines 1-9 of column 3. By this 
rationale claim 1 is rejected. 

Regarding claims 2*20, the combination of Maari-Baker discloses: 

2. The method of claim 1 , further comprising generating a first encryption key (see 
Maari; column 6, lines 5-26). 

3. The method of claim 2, wherein the configuring step further comprises using the first 
encryption key (see Maari; column 6, lines 5-26). 

4. The method of claim 1 , further comprising recording an encryption identifier adapted 
to identify the first encryption algorithm (see Maari; column 6. lines 5-26). 

5. The method of claim 1 , wherein the first encryption algorithm is different from a 
second encryption algorithm, the second encryption algorithm being a previously 
generated encryption algorithm used to encrypt a second digital content item 
transmitted to a second content user (see Maari; column 24, lines 54-67). 
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6. The method of claim 1 , wherein generating the encryption algorithm comprises 
retrieving the encryption algorithm from a pool of encryption algorithms (see Maari; 
column 6, lines 5-26). 

7. A method of securely accessing encrypted digital content, comprising: 
requesting from a content provider access to encrypted digital content (see Maari; 
column 7. lines 19-23); 

receiving decryption information from the content provider (see Maari; column 5, lines 3- 
13; column 42, lines 1-5); 

decrypting the encrypted digital content using the decryption information (see Maari; 
column 5, lines 3-13; column 42, lines 1-23; [see Baker; column 51, lines 51-671); 
accessing the decrypted digital content (see Maari; column 5. lines 3-13; column 42, 
lines 1-23); and 

deleting the decryption information (see Maari; column 8, lines 21-33). 

8. The method of claim 7, wherein the encrypted digital content is stored locally (see 
Maari; column 7, lines 19-39). 

9. The method of claim 7, wherein the decryption information comprises an executable 
decryption code module (see Maari; column 8, lines 5-16). 

10. The method of claim 9, wherein the executable decryption code module is created 
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on demand by the content provider [see Baker; column 51 , lines 51-67]. 

11. The method of claim 10, wherein the executable decryption code module is created 
by a protocol description configured to generate executable code [see Baker; column 
51, lines 51-67]. . 

12. The method of claim 7, wherein the received decryption information Is stored in 
volatile memory [see Baker; column 51, lines 51-67]. 

13. The method of claim 7, wherein the decrypted digital content is stored in volatile 
memory [see Baker; column 51 , lines 51-67]. 

14. The method of claim 7, further comprising deleting the decrypted digital content 
once it has been accessed (see Maari; column 7, lines 19-37; column 34, lines 1-8),. 

15. The method of claim 7, further comprising receiving encryption information from the 
content provider and re-encrypting the decrypted digital content, using the encryption 
information (see Maari; column 5, lines 3-13; column 42, lines 1-23). 

16. The method of claim 15, wherein the encryption information is different from second 
encryption information used to initially encrypt the decrypted digital content (see Maari; 
column 5, lines 3-13; column 42, lines 1-23). 
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17. A method of providing secure access to encrypted digital content, comprising: 
receiving a request to access encrypted digital content; retrieving a decryption algorithm 
for decrypting the encrypted digital content (see Maari; column 7, lines 19-29); 
configuring a protocol description to generate a code module for decrypting the 
encrypted digital content, using the decryption algorithm [see Baker; column 51, lines 
51-67; see also abstract and title]; 

generating the code module for decrypting the encrypted digital content, using the 
configured protocol description [see Baker; column 51, lines 51-67; see also abstract 
and title]; 

transmitting the code module to the content user (see Maari; column 7, lines 19-37; 
column 34, lines 1-8).. 

18. The method of claim 17, wherein the code module comprises an executable code 
module (see Maari; column 7, lines 19-37; column 34, lines 1-8).. 

19. The method of claim 17, wherein the request to access encrypted digital content 
comprises ah identifier identifying the digital content (see Maari; column 6, lines 5-26). 

20. The method of claim 19, wherein retrieving the decryption algorithm comprises 
regenerating a decryption algorithm, based on the identifier (see Maari; column 5, lines 
3-13; column 42, lines 1-23). 
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Conclusion 

3. THIS ACTION IS MADE NON-FINAL. The Examiner strongly anticipates a Final 
Rejection Office Action on the next response if amendments are not properly made to 
the claims to perhaps place them in condition for allowance. 

Any inquiry concerning this communication or earlier communications from 
examiner should be directed to Jude Jean-Gilles whose telephone number is (571) 272- 
3914. The examiner can normally be reached on Monday-Thursday and every other 
Friday from 8:00 AM to 5:30 PM. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, David Wiley, can be reached on (571) 272-3923. The fax phone number for 
the organization where this application or proceeding is assigned is 571-273-8300. 

Any inquiry of a general nature or relating to the status of this application or 
proceeding should be directed to the receptionist whose telephone number is (571) 272- 
9000. 

Jude Jean-Gilles 
Patent Examiner 
Art Unit 2143 
JJG 

March 26, 2007 




